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Abstract

Maintaining constant vigilance against malicious traffic is essential for
ensuring network security. Indicators of Compromise (IOCs) play a crucial
role in identifying such activities. This study examines the effectiveness of
Wireshark, a free and widely-used network packet capture and analysis tool,
in collecting these IOCs. The importance of network security and the role of
IOCs in threat detection, a brief introduction to Wireshark, detailed
capabilities and usage in network traffic inspection are discussed by
researchers. Various types of IOCs relevant to network traffic analysis,
including IP addresses, network ports, URLs, and file hashes are identified.
There is a description of how Wireshark can be used to extract each type of
IOC by analysing communication patterns, suspicious connections, domain
names, and captured packet content. The research concludes by highlighting
benefits and limitations of using Wireshark for IOC collection. These include
cost-effectiveness, deep packet inspection, and customisable filters.
Conversely, the need for proficiency, time-consuming nature of analysis, and
the potential for false positives are acknowledged. Indeed, this study
validates the value of Wireshark as a powerful tool for network security
professionals, capable of facilitating the collection of critical IOCs for early
detection and response to malicious activities.
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1.0 Introduction

An era of unprecedented connectivity has ushered in the digital age, but with
it comes a growing concern: network security (Al-Nageeb & Choi, 2022). As
organisations increasingly rely on interconnected systems, they become
vulnerable to a vast array of cyber threats. These threats, ranging from
malware infections to sophisticated cyberattacks, can cripple operations, steal
sensitive data, and cause significant financial losses (Sharma et al., 2023).
Therefore, effective threat detection mechanisms are paramount for
maintaining a secure network environment.

One crucial approach involves identifying Indicators of Compromise (IOCs)
(Al-Rubaie & Atiquzzaman, 2020). IOCs are observable signs that a system or
network may have been compromised by malicious activity. These indicators
can manifest in various forms, such as suspicious network traffic patterns,
unauthorised access attempts, or the presence of known malware signatures.
By actively monitoring for and analysing IOCs, security professionals can
gain valuable insights into potential threats. This allows for early detection
and swift response, minimising the damage caused by cyberattacks.
Fortunately, a range of tools exist to assist in the identification and analysis of
IOCs (Jiang et al., 2020). Among these, Wireshark stands out as a powerful
and freely available network packet capture and analysis tool (Yoo et al.,
2021).

Network security relies heavily on the ability to understand and analyze the
flow of data across a network. This process, known as Network Traffic
Analysis (NTA), plays a vital role in identifying suspicious activity and
potential threats (Sharma et al., 2023). NTA involves capturing and examining
network packets, which are the individual units of data transmitted between
devices on a network. One common technique used for NTA is packet
sniffing. Packet sniffers are software programs that operate in promiscuous
mode, allowing them to capture all network traffic on a specific segment,
regardless of its intended recipient (Yoo et al., 2021). This comprehensive
capture capability makes packet sniffing a powerful tool for network
administrators and security professionals (Garcia-Fernandez., 2020).
Wireshark stands out as a widely-used and free packet sniffer (Yoo et al.,
2021).

It offers a robust suite of features for capturing, inspecting, and analysing
network traffic. Wireshark can decode packets based on various network
protocols, allowing users to delve into the details of communication flows.
Additionally, it provides powerful filtering and search capabilities, enabling
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security professionals to identify specific patterns or anomalies within
captured traffic. Network protocols are the foundation of communication ona
network. They define the rules and formats for data exchange between
devices. Common protocols include TCP/IP (Transmission Control
Protocol/Internet Protocol), HTTP (Hypertext Transfer Protocol), and DNS
(Domain Name System) (Sharma et al., 2023). Understanding these protocols
is crucial for interpreting captured network traffic and identifying potential
IOCs. For example, unusual communication patterns on ports typically used
for secure connections (e.g., port 443 for HTTPS) could indicate a potential
attempt to bypass security measures.

1.2 Identifying IOCs with Wireshark

Indicators of Compromise (IOCs) come in various forms, each offering
valuable insights into potential malicious activity on a network. Wireshark's
comprehensive traffic analysis capabilities make it a powerful tool for
identifying these diverse IOCs (Al-Rubaie &Atiquzzaman, 2020). Let's
explore how Wireshark can be leveraged to extract different types of network
traffic-related IOCs.

1.3 Categorises of IOCs

IP addresses and ports: Deviations from expected network traffic patterns are
key indicators of potential threats. Wireshark allows users to filter and
analyse communication based on source and destination I’ addresses and
ports (Yoo et al., 2021). Examining connections to unusual or blacklisted IP
addresses, or communication on ports not typically used by legitimate
applications, can raise red flags. For instance, a sudden spike in traffic
towards a known command-and-control server IP address could signal a
malware infection attempting to communicate with its remote controller.

Uniform resource locators (URL’s) and domain names: Malicious actors
often utilise websites or domains for phishing attacks, malware distribution,
or data exfiltration. Wireshark can capture URLs embedded within HTTP
traffic packets, allowing security professionals to identify suspicious domain
names or unauthorised website access attempts (Al-Nageeb & Choi, 2022). By
comparing captured URLs against known malicious domain lists, analysts
can gain valuable insights into potential threats.

Protocols: Network communication relies on established protocols like
TCP/IP for reliable data exchange. Wireshark enables users to decode
captured traffic based on various protocols (Sharma et al., 2023). The presence
of non-standard or unexpected protocols may indicate the use of custom
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malware or communication channels designed to evade detection. While
encrypted traffic analysis with Wireshark has limitations due to encryption
methods, unusual protocol usage patterns cansstill provide valuable clues.

File hashes: Malware often carries unique identifiers in the form of file
hashes. Wireshark can capture data payloads within packets, potentially
containing malware signatures (Alsaadi et al., 2021). By comparing captured
file hashes with known malware databases, security professionals can
identify potential malware infections on a network. However, it's important
to note that this approach may not be foolproof, as malware creators can
employ techniques to obfuscate file hashes.

2.0 Materials and Methods.
Materials:
# Wireshark version3.6.0
# DPcaps
# Virustotal.com

2.1 Methods
The methods used in collecting indicators of compromise with Wireshark are
enumerated below:

2.2 Collectingindicators of compromise with wireshark

Monitoring for indicators of compromise enables organisations to better
detect and respond to security compromises (Sharma et al., 2023). Collecting
and correlating IOCs in real time means that organisations can more quickly
identify security incidents that may have gone undetected by other tools and
provides the necessary resources to perform forensic analysis of incidents.
When a host is infected or otherwise compromised, security professionals
need to quickly review packet captures (pcaps) of suspicious network traffic
and these pcaps can be used to identify affected hosts and users. There are
many sites that provide pcaps for analysis. The researchers have used pcaps
from Traffic analysis exercise “Pizza Bender” to demonstrate how Wireshark
isused to capture and analyse IOC’s.
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M 2020-08-21-traffic-analysis-exercise pcap . - - - - & m

File Edt View Go Captue Analyze Statistics Telephony Wireless Tools Help

dnze J2RBRes=2TiFEaaan

(W rtpreqest Be -+
No. Time scport  Source dstport Destnaton Protocol  Length Host Info i
8 2020-08-21 20:33:06.624945 54511 10.8.21.163 1900 239.255.255.250 SSOP 179 239.255.255.250:1960  M-SEARCH * HTTP/1.1
l‘ 11 2020-08-21 20:33:06.923092 54511 10.8.21.163 1900 239.255.255.250 SSOP 179 239.255.255.2! M-SEARCH * HTTP/1.1
70 2020-08-21 20:33:07.908598 54511 10.8.21.163 1900 239.255.255.250 SSOP 179 239.255.255.2 M-SEARCH * HTTP/1.1 |
150 2020-08-21 20:33:09.640765 54511 10.8.21.163 1900 239.255.255.250 SSOP 179 239.255.255.250:1900  M-SEARCH * HTTP/1.1 b
208 2020-08-21 20:33:10.908359 1900 239.255.255.250 SSOP 179 239.255.255.250:1900  M-SEARCH * HTTP/1.1
216 2020-08-21 20:33:13.908271 1900 239.255.255.25¢ SS0P 179 239.255.255.250:1900  M-SEARCH * HTTP/1.1
' 692 2020-08-21 20:34:24.,612762 80 45.12.4.190 HTTP 318 ncznwéa.com GET /dujok/kevyl.php?l=ranecll.cab HTTP/1.1 -
5418 2020-08-21 20:41:02.619751 54511 10.8.21.163 1900 239.255.255.250 SSOP 179 239.255.255.250:1980  M-SEARCH * HTTP/1.1
L 5419 2020-08-21 20:41:05.621284 54511 10.8.21.163 1900 239.255.255.250 SSOP 179 239.255.255.250:1980  M-SEARCH * HTTP/1.1
5444 2020-08-21 20:41:08.636931 54511 10.8.21.163 1900 239.255.255.250 SSOP 179 239.255.255.250:1900  M-SEARCH * HTTP/1.1 -

Frame 8: 179 bytes on wire (1432 bits),
» Ethernet II, Src: ASUSTekC_8a:f2:
» Internet Protocol Version 4,

0000 01 00 Se 7f ff fa 10 <3 7b @a f2 85
9910 00 a5 27 5 00 00 04 11 7e ae 0a 08
0020 ff fa d4 ef 07 6c 00 91 20 ad 4d 2d
0030 43 48 20 2a 20 48 54 54 50 2f 31 2e.
0940 6f 73 74 3a 20 32 33 39 2e 32 35 35
9950 2e 32 35 30 3a 31 39 30 30 @d @a 53
0060 72 6e 3a 73 63 68 65 6d 6173 2d 75
9970 6f 72 67 3a 64 65 76 69 63 65 3a 49 Ge 74 65 72 org:devi ce:Inter
9990 6e 65 74 47 61 74 65 77 61 79 44 65 76 69 63 65  netGatew ayDevice
999 32 310d 02 4d 61 6e 32 202273 736470 32 64 :1--Man: “ssdp:d
9930 69 73 63 6f 76 6572 22 ©d @2 4d 58 32 20 33 @d  iscover” - MX: 3
00b0 0 od 02

Text Fiter:

[soe [ smen J( ome J[ to |

Figure 1: Infected file hash captured by Wireshark

First, the file hash of the infected file is captured as shown in figure 1 above
then the resultis scanned on virustotal.com as depicted in figure 2 below.

‘nm TnmmTe mATEm-vTQ u-mTQ MT‘MT.MT“MGT.W.TMT‘ ung meTw wdnvﬂ Vir xw‘

€ > C @ v o 2023240928c267: 1d79672874d75ba50(8231069ad
2 1d796T. a9 Q O
(D 35 engines detected this file o X
364bedf 29750 k8 2020-08-26 05:15:17 UTC
acte.dl Size 7 days ago DLL
o - pedt
scare
DETECTION DETAILS RELATIONS BEHAVIOR communty @
Ad-Aware (@ Gen:Variant Zusy.31755 AegisLab @ TrojanWin32 2usy.4tc
Alibaba @ Trojan:Win32iicedid fc160525 ALYac (@ Trojan.icediD.gen
SecureAge APEX m @ Maicious Arcabit (@ TrojanZusyD4CICB
AVG @ Win32Malware-gen Avira (no cloud) (@ TRADPhotoDider.DD
BitDefender (@ GenVariant Zusy 311755 BitDefenderTheta (@ GenNNZedlaF 34196 suB@aWdgiTbi
Comodo @ UnclassifiedMaiware@0 Cyren (@ W32Trojen.OESC-3018

DrWeb @ TrojanicediD.30 Elastic @ Maiicious (high Confidence) .

Figure 2: Result scanning on virustotal.com
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Having detected that the file is compromised, the researchers proceeded to investigate
the host name, domain address and Internet Protocol (IP) address of the infected host
as clearly shown in figure 3, 4 and 5 respectively. Network traffic analysis at the packet
level is very necessary, owing to the fact that it can identify many different threats and
attacks that could remain unnoticed by antivirus software. In the past, packet analyzers
were very expensive and patented. Wireshark has changed all that. Wireshark is one of
the best open source packet analysers available today, and it displays packet data as
detailed as possible.

12020-08-21-traffic-analysis-exercise pcap.
File Edt View Go Coptue Anslze Statistics Telephony Wireless Tools Help
dm 20 JBRBERe==TiRBaaqn
A [rbrs BE3 -+
No. Time wcport  Source dstport Destnation Protocol  Length Host Info
1 2020-08-21 20:33:06.470838 137 10.8.21.255 nens 110 Registration N8 DESKTOP-OF4FEBAC20>
106, 137 10.8.21.255 NBNS 110 Registration N8 DESKTOP-OF4FEBA<0@>
137 10.8.21.255 NBNS 110 Registration N8 PIZZA-BENDER<@®>
137 10.8.21.163 137 10.8.21.255 NBNS 110 Registration N8 PIZZA-BENDER<@@> 5
137 10.8.21.163 137 10.8.21.255 NBNS 110 Registration N8 DESKTOP-OF4FEBA<00>
137 10.8.21.255 NBNS 10 Registration N8 DESKTOP-OF4FEBA<20>
137 10.8.21.255 NENS 110 Registration N8 DESKTOP-OF4FEBA<20>
137 Nens 10 Registration N8 DESKTOP-OF4FEBACOR> 1
137 nens 110 Registration N8 PIZZA-BENDER<00>
121 2020-08-21 20: 137 nens 110 Registration N8 PIZZA-BENDER<00>
137 ngns 110 Registration N8 DESKTOP-OF4FEBAC00>
(I 137 NENS 110 [Registration W8 DESKTOP-OF4FEBA<20>
3596 2020-08-21 20:38:11.892364 137 nens 92 Name query N8 PIZZA-BENDER<1b>
3597 2020-08-21 20:38:11.892542 137 nens 104 Name query response N8 10.8.21.8 -
4 Ethernet II, Src: ASUSTekC_a:f2: Dst: Broadcast (
Destination: Broadcast (ff: 3
Source: ASUSTekC_Ba:f2:85 (10: 'J\
Type: IPvé (@x0800)
4 Internet Protocol Version 4, Src: 10.8.21.163, Dst: 10.8.21.255
0100 .... = Version: 4
... 0101 = Header Length: 20 bytes (5) -
00 ff £f 1f 11 f f 10 c3 7b 0a f2 85 8 00 45 00 €
10 90 60 05 ea 00 00 80 11 f4 f1 Ga 98 15 a3 0a 08 .
20 15 £f 00 89 00 89 00 4c bc 9d cd ac 28 16 60 01 L
> € EEFFDELF
EEPFACNE PEGDEEGE
FDIEBCA
==

'2020-08-21 traffic-analysis-exercise.peap G > .
File Edt View Go Capture Anshoe Statistics Telephony Wireless Took Help
dmi 6 LERB QAe==FiEaaan

(W] reqvest B0 -+
™ Tee scport  Source dst port Destnation Protocs Length Hest nfo
692 2020-83-21 20:34:24.612762 51206 19.8.21.163 ) 45.12.4.190 HTTP 318 ncznwéa.com GET /dujok/kevyl.php?l=ranecll.cab HTTP/1.1
- 34 88 45.12.4.190 61208 18.8.21.163 HTTP B4 HTTP/1.1 288 OK
61278 10.8.21.163 s 8.252.146.254 wrTe 341 ctldl .com GET pd
80 8.252.146.254 61278 10.8.21.163 s 381 HTTP/1.1 364 Not Modified
61278 10.5.21.163 8 8.252.146.254 wrTP 336 ctlal .com GET pa pinrul..
80 5.252.146.254 61278 10.8.21.163 HrTe 389 HTTP/1.1 304 Not Modified
61315 16.5.21.163 80 205.185.216.10 wrTe 341 ctldl ~com GET ipd static/trustedr/en/disall.
g 80 205.185.216.10 61315 10.8.21.163 s 208 HTTP/1.1 384 Not Modified
7439 2020-08-21 22:23:04.103630 61315 10.8.21.163 s 205.185.216.10 HITP 236 ctldl.wi GeT pd pi
7441 2020-68-21 22:23:04.182750 8 205.185.216.18 61315 10.8.21.163 HrTe 245 HTTP/1.1 384 Not Modified

4 -
e
Accept: */*\r\n
Accept-Language: en-US\r\n
Accept-Encoding: gzip, deflate\r\n C|
User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 18.0; WOWG4; Trident/7.0; .NET4.6C; .NET4.9€)\r\n
[Host: ncznwea.com\r\n

31 0d 6o 41 63 63 65 70 74 3a 20 2a 2f 20 6d @6  1--Accep t: */°--
41 €3 63 65 70 74 2d 4c 61 Ge 67 75 61 67 65 3a  Accept-L anguage:
20 65 6e 2d 55 53 @d @a 41 63 63 65 7@ 74 2d 45 en-US-+ Accept-E
e 63 6f 64 69 6¢ 67 3a 20 67 73 69 70 2c 20 64 ncoding: gzip, d
65 66 6c 61 74 65 @d @a 55 73 65 72 2d 41 67 65  eflate-. User-,
6e 74 32 20 4d 6f 7a 69 6c 6c 61 2f 34 2e 30 20 nt: Mozi 1la/4.0
28 63 6f 6d 70 61 74 69 62 6c 65 3b 20 4d 53 43 (compati ble; MSI
45 20 37 2e 30 3b 20 57 59 Ge 64 6f 77 73 20 4  E 7.0; W indows N
54 20 31 30 2¢ 30 3b 20 57 4f 57 36 34 3b 20 54 T 18.9; 5 T
72 69 64 65 6e 74 2f 37 2e 30 3b 20 2e 4e 45 54  rident/7 .0; .NET =
34 2e 36 43 3b 20 2e e 45 54 34 Je 30 45 29 6d  4.0C; .N ET4.0€)
PMis 6f 73 74 3a 26 6e 63 7a 6e 77 36 61 2c 63

o120 HEZNMINE 43 6f 6e G 65 63 74 63 6f Ge 3a 20 onn ection:

@130 4b 65 65 7@ 2d 41 Gc 69 76 65 Od 0a Od @a Keep-Ali ve:---

Figure 4: Investigating the Domain address
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8 2020-88-21 20:33:06.624345 54511 10.8.21.163 1900 239.255.255.250 S50P 179 239.255.255.250:190¢  M-SEARCH * HTTP/1.1
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6e 63 6f 64 69 6e 67 3a 2B 67 7a 69 78 2c 28 64 ncoding: grip, d
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Figure 5: Investigating the IP address of the infected host

2.3 Benefits and Limitations of using Wireshark for IOC Collection

2.3.1 Benefits

# Cost-effective: Wireshark is a free and open-source tool, making it
readily accessible to individuals and organisations of all sizes. This
eliminates the need for expensive commercial network traffic analysis
software.

#  Deep Inspection: Wireshark provides deep inspection capabilities for
network traffic. It can decode packets based on various protocols,
allowing users to examine the details of communication flows. This
granular level of analysis is crucial for identifying subtle anomalies and
extracting meaningful IOCs.

# Customisable Filters: Wireshark offers a powerful filtering engine. This
allows security professionals to tailor their analysis to specific needs. By
filtering traffic based on pre-defined criteria (e.g., IP addresses, ports,
protocols), analysts can quickly pinpoint suspicious activity and focus on
relevant data for IOC extraction.
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2.3.2 Limitations:

# Need for Proficiency: Effective use of Wireshark requires a strong
understanding of network protocols, traffic analysis techniques, and
network security concepts. This can be a barrier for users with limited
technical expertise.

# Time-Demanding Analysis: Analysing captured network traffic with
Wireshark can be a time-consuming process. Depending on the volume of
traffic and the complexity of the investigation, it can take significant effort
toidentify and extractrelevant IOCs.

# Probability of False Positives: While Wireshark offers valuable insights,
it's important to acknowledge the potential for false positives. Unusual
traffic patterns or communication with unknown entities may not always
be malicious. Careful analysis and correlation with other threat
intelligence sources are essential to avoid mistaking legitimate activity for
athreat.

3.0 Conclusion

Early detection is paramount in the fight against cyberattacks. Indicators of
Compromise (IOCs) serve as crucial early warnings, allowing security
professionals to identify and respond to potential threats before significant
damage occurs. By actively collecting and analysing 1OCs, security teams
gain valuable insights into suspicious activity on their networks. Wireshark
emerges as a powerful and versatile tool for network security professionals.
This free software excels at capturing and analysing network traffic in detail,
making it ideal for identifying various network traffic-related IOCs. With its
deep inspection capabilities, customisable filters, and cost-effectiveness,
Wireshark empowers security teams to effectively investigate suspicious
activity and extract relevant IOCs for a swift and targeted incident response.
Looking ahead, automation and integration with security frameworks offer
exciting possibilities for streamlining IOC collection and analysis, further
enhancing Wireshark's value in the ever-evolving cyber threat landscape.
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4.0 Recommendations

™

Based on the findings of this research, it is strongly recommended that
organisations adopt the following strategies to enhance their network
security posture through effective IOC collection and analysis using
Wireshark:

Prioritise IOC collection: Given the critical role of IOCs in early threat
detection, organisations should make IOC collection a top priority in their
security strategies.

Investin Wireshark: Wireshark's capabilities and cost-effectiveness make
ita valuable investment for network security teams. Organisations should
consider deploying Wireshark on their networks to capture and analyse
network traffic for IOCs.

Train staff: Ensure that network security professionals are adequately
trained in using Wireshark and interpreting IOCs. This will enable them to
effectively leverage the tool's capabilities and maximise its benefits.

Integrate Wireshark with other security tools: To streamline I0OC
collection and analysis, explore opportunities to integrate Wireshark with
other security tools and frameworks. This can automate certain tasks and
provide amore comprehensive view of network activity.

Stay updated on IOC types: As cyber threats evolve, new IOC types may
emerge. Network security professionals should stay informed about the
latest IOC trends and ensure that their IOC collection and analysis
processes are adapted accordingly.

Automation: It is necessary to explore automation techniques to reduce
the manual effort involved in IOC collection and analysis. This can help
improve efficiency and reduce the risk of human error.
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